Kristina Lagasca

Cloud & DevOps Security Engineer with 4+ years securing enterprise AWS and GCP
environments at scale. Experienced in IAM architecture, CI/CD pipeline security, and
CSPM across regulated financial data infrastructure. Seeking to bring that depth to a
lead security engineering role.

EXPERIENCE

Cloud & DevOps Security Engineer — [Enterprise Redacted] | [City Redacted]

March 2022 - Present

 Design and maintain self-service AWS IAM tooling enabling enterprise teams to
provision and govern cloud identities at scale, enforcing least-privilege access by
default

« Serve as cloud security subject matter expert and primary escalation point for
pipeline and security issues, supporting AWS IAM architecture reviews and
security guardrail adoption across the organization

e Author and maintain custom Wiz policies, including CSPM, IaC, and secret
detection rules, to enforce security standards across AWS and GCP environments

 Build and maintain reusable Harness CI/CD pipeline templates with embedded
SBOM generation, Wiz IaC scanning, and secrets detection, shifting security left
across development teams

e Track enterprise-wide pipeline compliance across hundreds of teams via a
centralized dashboard, surfacing non-compliant implementations and driving
remediation

 Author CAB documentation for security control implementations, ensuring
compliance with enterprise requirements in a regulated financial data
environment

Security Engineer (Network Security / Data Science) — [Enterprise Redacted] |

[City Redacted]

October 2020 - September 2021

 Automated large-scale data transfer workflows using AWS Lambda and
EventBridge to move datasets into DynamoDB across multiple use cases

« Built a computer vision feature using OpenCV and Python to track eye movement
and pupil dilation across directional stimuli

» Managed infrastructure development and lifecycle support across production and
test environments

PROJECTS
MCP — my-checkov-policies (Personal Project)

My custom Checkov policy library extending open-source IaC security scanning with
organization-specific rules, enabling policy-as-code enforcement without modifying
the upstream repository.

Cloud Security Portfolio (Personal Project)

https:/www.kristinamarie.me/
My cyber-security focused cloud portfolio built with AWS, Terraform, and GitHub

Actions, showcasing secure infrastructure design and automation practices.

CERTIFICATIONS

AWS Solutions Architect Associate (AWS SAA-CO03)
In Progress

EMAIL:
[Redacted]
PHONE:
[Redacted]

SKILLS

Cloud & Security Tools:

Wiz (CSPM, IaC, Secret Detection),
Harness CI/CD, AWS IAM, Checkov,
SBOM tooling

Cloud Platforms:

Amazon Web Services, Google
Cloud Platform

Programming Languages:
Python, JavaScript, HTMLS5, CSS,
Rego (OPA)

Practices:

DevSecOps, CI/CD pipeline
security, policy-as-code, IaC
Security, CAB change
management

Interpersonal Skills:
Problem-solver, empathetic,
collaborative, organized,
communicative

EDUCATION

CUNY - John Jay College of
Criminal Justice

New York, NY

B.S. in Computer Science and
Information Security

Aug 2015 - May 2019

LINKS
GitHub Profile:
1 ) ithul .
ie
LinkedIn Profile:

https://www.linkedin.com/in/Kkrist
o e/

LANGUAGES

e English (native)
 Tagalog (intermediate)
e French (intermediate)
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